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Something about me...

Agile Quality Coach
Blockchain since end of 2017

Haarlem, Sailing, Theatre group, Travelling
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Content

Blockchain Context and Use Cases
Blockchain Key Concepts

Case: Loyalty Blockchain

Generic Blockchain Test Strategy

Q/A (and during if you like...)

BLOCK CHAIN

TECHNOLOGY




Blockchain Context: Origin
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Blockchain Context: Function

>

Someone in a network
requests a transaction




Blockchain Context: Architecture

We're talking about
Blockchain Solutions




Added value of Blockchain

Is Blockchain necessary for your
usecase?

« Is there a benefit against
centralized systems?

« Which parties will benefit?
« What are the risks?




Example of added value using Blockchain technology

GUTS

What are they building?
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GUTS uses blockchain technology to
create a transparent ticketing
ecosystem.

What problem are they solving?
where disgraceful secondary market

prices and ticket fraud are non-
existent.




Example of added value using Blockchain technology

seesense BIOCKCHAIN eeeeeeee
Power LEdger . oo .
what are they building? :IIIiililllll:illilliliil:
HOUSE 1 HOUSE 2 HOUSE 3
Peer-to-Peer electricity trading across the EXPORTS IMPORTS MPORTS
regulated electricity network (the grid) -§ +$ +f -4 rf-$
What problems are they solving? : . .

« Better returns for excess generated
energy

« Transparent, secure and instant
electricity transactions

 Low-cost payment system ELECTRICITY GRID
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Example of added value using Blockchain technology

DENT %DENT

What are they building?
Market place for buying/selling un-used
data packages worldwide

What problems are they solving?
« Big cost reduction for users
« Solves roaming problem

How?
Smart contracts are build on the
Ethereum blockchain;
Already 110 telco’s in 33 countries made DENT aims to turn unused $4.8 Billion

: ; USD per month into usage 11
partnerships with Dent.




Risks

Loss of Control
Scalability
Security
Ecosystems
Unpaved roads

Choices to be made



Blockchain Context: Development
Waterfall

Reguirements
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Key concepts Smant
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Choices

KYC « Know Your Customer
AML - At Money Laundering
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Characteristic Ethereum Hyperledger Fabric R3 Corda

Description of platform

— Generic blockchain
platform

— Modular blockchain
platform

— Specialized distrib-
uted ledger platform
for financial industry

Governance

— Ethereum developers

— Linux Foundation

- R3

Mode of operation

- Permissionless,4
public or private’

— Permissioned,
private

— Permissioned,
private

Consensus

— Mining based on
proof-of-work (PoW)
— Ledger level

— Broad understand-
ing of consensus
that allows multiple
approaches

— Transaction level

— Specific understand-
ing of consensus
(i.e., notary nodes)

— Transaction level

Smart contracts

— Smart contract code
(e.g., Solidity)

— $Smart contract code
(e.g., Go, Java)

— Smart contract code
(e.g., Kotlin, Java)

— Smart legal contract
(legal prose)

Currency

— Ether
— Tokens via smart
contract

— None

— Currency and
tokens via
chaincode

— None
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Do you need a shared, NO

Blockchains provide a historically
consistent data store. If you don’t need

consistent data store?

YES I

Does more than one NO

that, you don’t need a Blockchain

CONSIDER: Email / Spreadsheets

2=

Blockchains are typically used when data
comes from multiple entities.

entity need to
contribute data?

CONSIDER: Database
CAVEAT: Auditing Use Cases

Your data comes from a single entity. \

7

Blockchains do not allow modifications
of historical data; they are strongly
auditable

CONSIDER: Database
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a Blockchain that requires medium to long
term confidentiality, such as PlI, even if it is

YES I

( Are the entities with )
write access having a NO

encrypted
CONSIDER: Encrypted Database

_ s
Yis =: AUDITING |
s R
Data records, once NO
written, are never
updated or deleted?
J -
YES l
Sensitive identifiers NO
WILL NOT be written to
the data store?
J \e

(Vou should not write sensitive information to

.

If there are no trust or control issues
over who runs the data store, traditional
database solutions should suffice

hard time deciding who
should be in control of

?
K the data store? )

ves |

Do you want a NO
tamperproof log of all
writes to the data store?

YES I

‘ You may have a w
1‘ useful Blockchain
| use case

CONSIDER: Managed Database

happened and when it happened,
you don’t need a Blockchain

( If you don’t need to audit what \

\_ CONSIDER: Database )

Figure 6 - DHS Science & Technology Directorate Flowchart



Questions




Loyalty Demo > Concept







Loyalty Demo > Concept




Loyalty Demo > Architecture




Loyalty Demo > Architecture
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Loyalty Demo > PRA

e

16 Functions
17 Functions
18 Data

19 Functions
20 Security
21 Data

22 Data
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Settle

Onmuteerbaar contract
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(“What is a PRA....” still true 1?)



Loyalty Demo > PRA

SF DPOT

Structure

Operations |

Platform

Time: Differences in Timezones
Data: Wrong / Private Data stored in Blockchain

Function: Errors in Smart Contracts for settlements, User
receive and User Pay.




Loyalty Demo > Test Goals

Smart Contract has 3 simple functions:

« Airline to User
Collecting Points

« User to Airline
Paying with points

« Airline to Airline
Settlements

CONTRACT

<contract>

</contract>




Loyalty Demo > Test Execution
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« Review

« Code review

« Testing against “"API”

« Testing against FE / UI




Loyalty Demo > Test Results

One typo: DA > DL

Root cause: programming but...

REVIEW!

Small issue> Big consequences
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The Blockchain Risk Analysis

‘No Risk, No Test’ still holds true.

Trust is the prime reason to apply
Blockchain technology.

What would harm the trustworthiness?
= Unauthorized access to the blockchain,
= A breach in Data Integrity,

= Failing business rules in a smart -
contract,

= ... etc.

—

likelyhood

Y




The Blockchain Risk Analysis

‘No Risk, No Test’ still holds true.

A
Trust is the prime reason to apply
Blockchain technology.
What would harm the trustworthiness? -
= Unauthorized access to the blockchain, | &
= A breach in Data Integrity, E
= Failing business rules in a smart ul

contract,

= ... etc.

likelyhood




The Test Pyramid

E2E: no different than any other business
solution

Integration Test: identify components that
have BC characteristics and increase test
coverage/intensity

Service Component Test: identify
blockchain objects that need to be tested
as a whole

Integration
Test

Unit test: no different than any other
business solution

Service Component
Test

Unit Test



The Blockchain Test Approach
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Decision 28 0 4 88%

Condition a3 0 5 90%

MC/DC 19 0 5 9%

MCC 35 0 5 88%

Boundary Value 0 0 0
‘ b =

Assertion Viclation 1 0 0 100%

Total 187 0 28 87%

Statement Function Function Call Decision Condition MC/DC MCC Boundary Vi
Boundary Value Analysis
. Boundry Boundry

Higher coverage <+« I

Reviews!
Independent of other
components
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Key Learning Points

1.The Blockchain content is immutable
= Right First Time!

= Agile principles cannot be practiced
to the full

BLOCK CHAIN

2. It is still a young technology,

) TECHNOLOGY
community addresses the weak spots

= Keep up!




Key Learning Points

3.Blockchain Explorer
https://blockexplorer.com/

4.0ne node, two nodes, three...

Rollouts, Autotests

5.Testenvironment(s)
Part of development strategy

6.Testautomation

BLOCK CHAIN

TECHNOLOGY




Our Activities

1.Guild
2.Blockchain Product Risk Analysis

3.Workshop “Being the Blockchain” | BLOCK CHAIN

TECHNOLOGY

Ideas or suggestions? Call me/ Mail me!




Questions




Testing Blockchain Solutions

First experiences with a new technology

Filip Joele

Thank You!




